Background Checks: What Employers Need to Know | Federal Trade Commission

FEDERAL TRADE COMMISSION
PROTECTING AMERICA’S CONSUMERS

T

Background Checks: What Employers Need to
Know

TAGS: Privacy and Security | Credit Reporting | Human Resources

If employers use background checks in making personnel decisions, they must comply with the Fair Credit Reporting
Act and laws that protect people from discrimination. The FTC and EEOC have tips for businesses on the lawful use
of background information.
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When making personnel decisions — including hiring, retention, promotion, and reassignment — employers sometimes
want to consider the backgrounds of applicants and employees. For example, some employers might try to find out about
the person's work history, education, criminal record, financial history, medical history, or use of social media. Except for
certain restrictions related to medical and genetic information (see below), it's not illegal for an employer to ask questions
about an applicant’s or employee’s background, or to require a background check.

However, any time you use an applicant’'s or employee’s background information to make an employment decision,
regardless of how you got the information, you must comply with federal laws that protect applicants and employees from
discrimination. That includes discrimination based on race, color, national origin, sex, or religion; disability; genetic
information (including family medical history); and age (40 or older). These laws are enforced by the Equal Employment
Opportunity Commission (EEOC).

In addition, when you run background checks through a company in the business of compiling background information,
you must comply with the Fair Credit Reporting Act (FCRA). The Federal Trade Commission (FTC) enforces the FCRA.
This publication explains how to comply with both the federal nondiscrimination laws and the FCRA. It's also a good idea
to review the laws of your state and municipality regarding background reports or information because some states and
municipalities regulate the use of that information for employment purposes.

Before You Get Background Information

EEOC

In all cases, make sure that you're treating everyone equally. It's illegal to check the background of applicants and
employees when that decision is based on a person'’s race, national origin, color, sex, religion, disability, genetic
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information (including family medical history), or age (40 or older). For example, asking only people of a certain race
about their financial histories or criminal records is evidence of discrimination.

Except in rare circumstances, don't try to get an applicant’s or employee’s genetic information, which includes family
medical history. Even if you have that information, don't use it to make an employment decision. (For more information
about this law, see the EEOC's publications explaining the Genetic Information Nondiscrimination Act, or GINA.) Don't
ask any medical questions before a conditional job offer has been made. If the person has already started the job, don’t
ask medical questions unless you have objective evidence that he or she is unable to do the job or poses a safety risk
because of a medical condition.

FTC

If you get background information (for example, a credit or criminal background report) from a company in the
business of compiling background information, there are additional procedures the FCRA requires beforehand:

Tell the applicant or employee you might use the information for decisions about his or her employment. This notice
must be in writing and in a stand-alone format. The notice can’t be in an employment application. You can include
some minor additional information in the notice (like a brief description of the nature of consumer reports), but only
if it doesn't confuse or detract from the notice.

If you are asking a company to provide an “investigative report” — a report based on personal interviews concerning
a person’s character, general reputation, personal characteristics, and lifestyle — you must also tell the applicant or
employee of his or her right to a description of the nature and scope of the investigation.

Get the applicant's or employee’s written permission to do the background check. This can be part of the document
you use to notify the person that you will get the report. If you want the authorization to allow you to get background
reports throughout the person’s employment, make sure you say so clearly and conspicuously.

Certify to the company from which you are getting the report that you:
o notified the applicant and got their permission to get a background report;
o complied with all of the FCRA requirements; and

o don’t discriminate against the applicant or employee, or otherwise misuse the information in violation of federal
or state equal opportunity laws or regulations.

Using Background Information

EEOC

Any background information you receive from any source must not be used to discriminate in violation of federal law. This
means that you should:

Apply the same standards to everyone, regardless of their race, national origin, color, sex, religion, disability,
genetic information (including family medical history), or age (40 or older). For example, if you don’t reject
applicants of one ethnicity with certain financial histories or criminal records, you can't reject applicants of other
ethnicities because they have the same or similar financial histories or criminal records.

Take special care when basing employment decisions on background problems that may be more common among
people of a certain race, color, national origin, sex, or religion; among people who have a disability; or among
people age 40 or older. For example, employers should not use a policy or practice that excludes people with
certain criminal records if the policy or practice significantly disadvantages individuals of a particular race, national
origin, or another protected characteristic, and does not accurately predict who will be a responsible, reliable, or
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safe employee. In legal terms, the policy or practice has a “disparate impact” and is not “job related and consistent
with business necessity.”

Be prepared to make exceptions for problems revealed during a background check that were caused by a
disability. For example, if you are inclined not to hire a person because of a problem caused by a disability, you
should allow the person to demonstrate his or her ability to do the job — despite the negative background
information — unless doing so would cause significant financial or operational difficulty.

FTC

When taking an adverse action (for example, not hiring an applicant or firing an employee) based on background
information obtained through a company in the business of compiling background information, the FCRA has
additional requirements:

Before you take an adverse employment action, you must give the applicant or employee:

o a notice that includes a copy of the consumer report you relied on to make your decision; and

o a copy of "A Summary of Your Rights Under the Fair Credit Reporting Act,” which you should have received
from the company that sold you the report.

By giving the person the notice in advance, the person has an opportunity to review the report and explain any
negative information.

After you take an adverse employment action, you must tell the applicant or employee (orally, in writing, or
electronically):

o that he or she was rejected because of information in the report;
o the name, address, and phone number of the company that sold the report;
o that the company selling the report didn’'t make the hiring decision, and can't give specific reasons for it; and

o that he or she has a right to dispute the accuracy or completeness of the report, and to get an additional free
report from the reporting company within 60 days.

Disposing of Background Information

EEOC

Any personnel or employment records you make or keep (including all application forms, regardless of whether the
applicant was hired, and other records related to hiring) must be preserved for one year after the records were made, or
after a personnel action was taken, whichever comes later. (The EEOC extends this requirement to two years for
educational institutions and for state and local governments. The Department of Labor also extends this requirement to
two years for federal contractors that have at least 150 employees and a government contract of at least $150,000.) If the
applicant or employee files a charge of discrimination, you must maintain the records until the case is concluded.

FTC

Once you've satisfied all applicable recordkeeping requirements, you may dispose of any background reports you
received. However, the law requires that you dispose of the reports — and any information gathered from them — securely.
That can include burning, pulverizing, or shredding paper documents and disposing of electronic information so that it
can't be read or reconstructed. For more information, see Disposing_of Consumer Report Information? Rule Tells How.
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Further Information

EEOC

To find out more about federal antidiscrimination laws, visit www.eeoc.gov, or call the EEOC toll-free, 800-669-4000
(voice); TTY: 800-669-6820. The EEOC is responsible for enforcing federal laws that make it illegal to discriminate
against a job applicant or an employee because of the person’s race, color, religion, sex (including pregnancy), national
origin, age (40 or older), disability, or genetic information. The EEOC investigates, conciliates, and mediates charges of
employment discrimination, and also files lawsuits in the public interest. For specific information on:

Preemployment medical inquiries: see Preemployment Disability-Related Questions and Medical Examinations.

Medical inquiries during employment: see Questions and Answers: Enforcement Guidance on Disability-Related

Genetic inquiries, including inquiries about family medical history: see Background Information for EEQC Final Rule
on Title Il of the Genetic Information Nondiscrimination Act of 2008.

EEOC recordkeeping requirements: see Summary of Selected Recordkeeping Obligations in 29 C.F.R. Part 1602.

Using arrest and conviction records to make employment decisions: see Questions and Answers about EEOC's
Enforcement Guidance on the Consideration of Arrest and Conviction Records in Employment Decisions Under Title VII.

Whether arrest and conviction records act as an automatic bar to all employment: see Reentry Myth Buster: On
Hiring/Criminal Records Guidance.

Background on the EEOC for small businesses: see Get the Facts Series: Small Business Information.

FTC

To find out more about federal laws relating to background reports, visit www.business.ftc.gov, or call the FTC toll-free, 1-
877-FTC-HELP (1-877-382-4357); TTY: 1-866-653-4261. For specific information on employment background reports,
see:

Using Consumer Reports: What Employers Need to Know

The Fair Credit Reporting Act & social media: What businesses should know
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The FTC works to prevent fraudulent, deceptive, and unfair business practices in the marketplace and to provide
information to businesses to help them comply with the law.

February 2014
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FW: Employer's responsibilities under the FCRA

Your Adverse Action Duties:

Employers face the prospect of an adverse action complaint when denying employment to an individual on the basis
of a background check. As an employer, if you use employment screening to assess an individual’s suitability for
employment and the process turns up information that would result in your decision not to hire the candidate; there
are specific rules you must follow. Broadly defined, the Fair Credit Reporting Act says any decision that is adverse
to the interests of the current or prospective employee is an adverse action. Employers who use outside
employment screening services are bound by FCRA regulations concerning pre-adverse and adverse action

notices.

It's important to remember that these requirements are designed to promote fair standards for denial of employment
on the basis of a background report and are therefore both legally and morally the right thing to do.

According to the Federal Trade Commission, the Fair Credit Reporting Act is first and foremost designed to “protect
the privacy of consumer report information and to guarantee that the information supplied by consumer reporting
agencies is as accurate as possible.” In 1997 amendments were made to the FCRA that bolstered the legal
obligations of employers who use consumer reports. These increased employer responsibilities centered on a
concern that inaccurate or incomplete consumer reports could cause applicants to be denied jobs or cause
employees to be denied promotions unjustly. The amendments require that employers make individuals aware that
consumer reports (criminal background checks, credit checks, employment verifications, etc.) may be used for
employment purposes and they must agree to such use. Furthermore, the regulations state that individuals must be
notified promptly if information found during the course of the background screening process (consumer report) may
result in a negative employment decision.

Your duties under FCRA when using a third party consumer reporting agency, or background screening company,
to conduct your employee background checks are as follows:

e Provide written notice and gain authorization. Before you order an employment background check on a
particular candidate, that individual must be notified in writing and the individual must agree to the
background check via written authorization.

e Provide a Pre-Adverse Action Notice. If you plan to take adverse action on the basis of your findings in the
background report, you are required to provide pre-adverse action notification to the affected individual and
offer a reasonable amount of time for the individual to respond.

¢ Provide an Adverse Action Notice “After the adverse action has taken place”. In other words, after you've
decided not to hire someone because of a finding in their background check, you'll need to provide oral or
written notification that the action has taken place.

Adverse Action Notices are a Matter of Timing

One of the keys to maintaining compliance with the FCRA as it relates to adverse action is the timing of required
notifications. There are three important time-related concerns:

1. Send the Pre-Adverse Action Notice BEFORE Making a Final Decision

A pre-adverse action notification is sent to the affected individual before adverse action is taken. The point of
the pre-adverse action notice is to inform your applicant or employee that you may make an adverse
decision (such as denying employment or a promotion). This is an opportunity to allow the individual a
reasonable opportunity to explain or dispute the details of the information contained in the background
report. As part of this pre-adverse notification you must provide the individual with a disclosure that includes
a copy of the individual’s background report and a copy of the FTC document, “A Summary of Your Rights
Under the Fair Credit Reporting Act.” It's important that this notice is sent before you've made a final

decision.



Wait a Reasonable Amount of Time

Employers often ask how long to wait between pre-adverse and adverse action notices. The Fair Credit
Reporting Act does not give a firm answer to this question. However, since the goal of a pre-adverse action
notice is to give the individual time fo respond or correct the adverse information, employers should aliow a

reasonable length of time.

The FTC did craft an opinion letter that offered some direction to employers as to what might be a
reasonable amount of time. The letter stated that employers should consider the nature of the job, how the

employer does business, and other factors such as holiday and weekend time.

Send the Adverse Action Notice after the Fact

Adverse action notifications are sent to the affected individual after the action has taken place. Verbal or
written notification must include the following:

o The name, address, and phone number of the CRA that supplied the report.
A statement that the agency that supplied the report did not make the decision to take the adverse

action and cannot give specific reasons for it.
A notice of the individual's right to dispute the accuracy or completeness of any information the

agency furnished.
A netice of the individual's right to an additional free consumer report from the agency upon request

within 60 days.



